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The rapid expansion of cryptocurrencies and blockchain technology,
alongside economic opportunities and financial innovations, has created
new grounds for organized financial crimes. Features such as cross-
border nature, relative user anonymity, high transaction speed, and
weaknesses in traditional oversight systems have made cryptocurrencies
an attractive platform for money laundering, terrorist financing, cyber
fraud, and related offences. In response, the Financial Action Task Force
(FATF) has adopted a risk-based approach, revising its
recommendations to provide a flexible, risk-assessment-driven
framework for addressing virtual asset risks, most notably through
Recommendation 15. This recommendation mandates virtual asset
service providers to implement customer identification, report suspicious
transactions, and comply with information transfer requirements,
promoting proactive risk management for emerging technologies. In
Iran, criminal policy regarding cryptocurrencies has shifted from
complete prohibition to a risk-based approach. However, this transition
encounters obstacles, including unclear laws defining cryptocurrency-
related crimes, inadequate regulatory enforcement, a shortage of judicial
understanding of blockchain analysis, tension between Islamic law's
acceptance and legal requirements, and constrained international
collaboration due to sanctions. This descriptive-analytical study, drawing
on international documents and domestic sources, examines the
dimensions of risk-based criminal policy in confronting cryptocurrency-
related crimes. Iran's legal framework is analyzed, shortcomings and
challenges are elucidated, and selected international experiences in
regulation and criminal response are assessed. Findings indicate that the
absence of a coherent risk-assessment framework in Iran's criminal law,
combined with institutional and legislative opacity in the cryptocurrency
domain, has diminished the effectiveness of criminal policy in preventing
and combating related offences. The study concludes by stressing the
need to shift from reactive, traditional approaches to a risk-based criminal
policy. It proposes solutions for designing a localized model aligned with
international standards.
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